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I. PURPOSE: To establish policies and procedures to assure the security and confidentiality of data and information.
II. APPLICATION: These policies apply to all programs operated by Community Mental Health for Central Michigan (CMHCM) either directly or by contract. 

III. REFERENCES:
A. The Joint Commission Comprehensive Accreditation Manual
B. HIPAA Security and Privacy Rules
C. Michigan Mental Health Code

IV. DEFINITIONS: 

A.
CONFIDENTIAL 
Information pertaining to a recipient of mental health services. This INFORMATION
includes all data acquired in the course of providing mental health 


services whether contained in the recipient case record or elsewhere.
B. PROTECTED HEALTH
Individually identifiable health information that includes demographic


INFORMATION (PHI)
data, that relates to:

1. the individual’s past, present, or future physical or mental health or condition,

2. the provision of health care to the individual, or

3. the past, present, or future payment for the provision of health care to the individual, and that identifies the individual or for which there is a reasonable basis to believe can be used to identify the individual. Individually identifiable health information includes many common identifiers (e.g., name, address, birth date, Social Security Number).
C.  
NEED-TO-KNOW 

The minimum information needed to do one’s job.

V. POLICY:
A. Consumer related confidential and protected health information (PHI) and other agency data shall be protected against unauthorized access.

B. All programs and staff are responsible for maintaining the security and confidentiality of data and information.

C. All programs and staff shall comply with this policy in the most restrictive sense to assure the highest possible level of protection of data security and confidentiality regardless of available technology and devices. 

D. Each program must address potential conflicts between data access and sharing and data confidentiality.

E. Each program must determine the level of security and confidentiality maintained for different categories of confidential information. Access to each category of information is to be based on a need-to-know basis and defined by job title and function.

F. Each program security systems should define:

1. Who has access to information?

2. The information to which an individual has access.

3. The person’s obligation to keep information confidential.
4. When release of information is permitted.
5. How information is protected against loss, destruction, unauthorized intrusion or use, corruption, and damage.

6. The process followed when confidentiality and security may have been violated.
VI. PROCEDURES:

System Security Authorizations

A. Only authorized staff, contractors, students, or volunteers will have access to the management information computer system. It is the responsibility of the supervising person or agency to immediately notify the CMHCM IS Team of any changes in user status that would affect the person’s need to access CMHCM systems or consumer data. An email to isemail@cmhcm.org indicating the staff person’s name and date of change must be sent no later than the date of change.
B. The Authorization and Understanding signed on the employment/placement application shall serve as the user’s obligation and agreement to keep information confidential and abide by the agency security policies and procedures. Staff shall also adhere to the terms posted upon login onto the CMHCM network, email, or electronic medical record. 

C. Contractors must submit a signed CMHCM Computer Acceptable Use Agreement to request access to CMHCM computer systems

D. Human Resources will notify Information Services (IS) via email with the new employee’s name and job title prior to the first day of employment. 
E. Supervisors will submit a New User request to IS for all individuals requiring access to the agency computer network. All new users will be granted access to an individual email and user account to include access to software requested by the individual’s Supervisor on the New User form. Access and security authorizations for CIGMMO are discussed below.
F. The Chief Information Officer will consult with the Executive Director or designee on any request to access another user’s computer account. 

1. If the request is for access to an application, a “user license” may need to be purchased prior to access approval.
2. An individual’s Supervisor and Chief Information Officer must approve requests for access.
3. A response to a request for access will be given indicating approval or denial. If approved, instructions for access will be included. If denied, a reason will be given.
CIGMMO Security Authorizations
G. An actual or attempted effort to access Protected Health Information (PHI) without a need-to-know is a violation of this agency policy and is subject to disciplinary action up to and including termination of employment.

1. The Chief Information Officer will provide reports on CIGMMO access for Program Director/Deputy Director review of need-to-know access. 

2. In addition, the Management Team, Privacy Officer or Security Officer may review need-to-know access at any time for any reason.

H. Staff shall adhere to the Confidentiality and Disclosure Policy (7.300.004) to observe approved safeguards in the proper release of information.

I. In terms of records access, there are three types of security controls in CIGMMO: 1) Staff assignments, 2) screen access and permissions, and 3) sequestered records. These three security controls work together to control access on a need-to-know basis.
1. Staff assignments by county, program, and caseload are layered to control which consumer records staff may access. Staff assignments are done individually for each staff person and define which consumers appear in search lists and which consumer records can be accessed. 
a. Level 1 (County): This control is selected by IS staff based on job title and job responsibilities. as communicated by the staff person’s Supervisor.

i. Specific County: Staff can search for and access only consumers assigned to the same county, regardless of Case Status (Open or Closed). Consumers are assigned to counties through the Consumer’s Admission.
ii. All Counties: Staff can search for and access all consumers in all counties, when their county designation is set to PIHP, regardless of Case Status (Open, Not Yet Open, and Closed).
b. Level 2 (Programs): If staff are assigned to a program at a location, they can search for and access all consumers who are assigned to that program without “breaking the glass” (described in 1.d. below).
i. Staff are manually assigned to Programs/Locations through the staff file Assigned Locations link by IS staff based on job title and job responsibilities communicated by the staff person’s Supervisor.
ii. Consumers are manually assigned to programs through the Consumers Admissions and Assignments/Program Assignment link.
iii. Staff not assigned to programs will only have access to consumers on their caseload without breaking the glass.

c. Level 3 (Case Assignment): If the staff person is directly assigned to the consumer, they can search for and access the consumer’s record without the additional security requirements described above.

i. Staff members are manually assigned to consumers by the Supervisor, Access Manager, or the Assessment Specialist through the Admissions and Assignments/Staff Assignment link.
d. “Breaking the Glass” – Security controls prevent a staff member from having direct access to a consumer record; however, under certain conditions, staff with a need-to-know could access the consumer record by “breaking the glass” (i.e., documenting in CIGMMO the specific reason why a record not on a staff member’s caseload is being accessed).
i. If the staff person is not assigned to the consumer or does not belong to any of the programs to which the consumer is assigned or they do not have other functionality  to access the consumer, then they could “break the glass” to access the record, but only when they have a need-to-know.
ii. “Breaking the glass” requires that the staff person enter a reason for viewing the consumer record.

iii. A log file is kept on each employee account in CIGMMO for every “break the glass” event.

iv. The “break the glass” log file may be reviewed for any or no reason at any time in the effort to ensure appropriate access to PHI.
2. Screen Access and Permissions (a.k.a. Groups) – Staff are assigned by System Administrators to a group(s) that have predefined screen access and permissions (read, add, update, delete, etc.) to control which portion of records staff may access. Group assignments are designed according to typical responsibilities for a job title. For example, Outpatient Therapists are typically assigned to the Case holder group. In rare circumstances, an individual staff person may be assigned to additional group functions to accommodate various assignments as directed by their Program Director.
3. Sequestered Record – The highest level of security providing restricted access to a consumer’s record. Sequestered records have an icon to designate that it is a sequestered file. It is the duty of each staff member who has access to sequestered files to maintain awareness that the record is sequestered and to use utmost sensitivity to protect the confidentiality of the consumer’s information in all forms of communication. Permissions to sequestered records shall include the following: 
a. Executive Leadership Team (ELT) members, Medical Director, and Administrative Nurse shall have access to all sequestered records regardless of b-h below unless otherwise directed by ELT. 
b. Crisis Mobilization and Intervention Team (CMIT) and Utilization Review Specialist – Hospital Liaison position shall have access to all sequestered records regardless of c-h below except for current employees and relatives of the CMIT unless otherwise directed by ELT. 

c. Only staff members who have been authorized with sequester permissions for a certain consumer can access that consumer’s record.
d. The decision to sequester a record or change the list of employees that can access sequestered records should be sent to a CIGMMO Systems Administrator and should come from:

i. A Program Director
a)  If the record belongs to an employee, former employee, or relative of an employee or former employee.

b) Upon sequestering a record at the direction of a Program Director, the following people should be given access: Program Director, Recipient Rights Officer, CMIT Supervisor and the Supervisor of the CMIT Supervisor, Office Manager in the county of the case holder, the case holder, and all other assigned staff. The Program Director may authorize an additional Registered Nurse only where backup coverage is necessary. The case holder’s Supervisor should also be given access except when the Supervisor is also the Supervisor of a consumer employee.

ii. An ELT member. 
a)  An ELT member shall decide to sequester a file in the case of suicide, homicide, suspicious death, or other administrative reason.
b)  The list of people that will have access to that record will come from ELT.

e. No Supervisor shall have access to records for consumer employees they supervise. In the case of an employee consumer, when authorizations need Supervisor approval or documents need a Supervisor sign off, it is the duty of the Supervisor to email the Program Director and ask the Program Director to sign off on that authorization or document.
f. It is the duty of the Program Director to notify a Systems Programmer/Analyst if staff assignments have changed.
g. It is the duty of the Program Director to notify Systems Programmer/Analyst when a sequestered consumer is closed. At that time access for all staff except the Office Manager and Program Director will be removed.
h. A staff person can be added to the list of those able to view a sequestered record by a Systems Programmer/Analyst only if authorized by a member of ELT.
Security Controls

J. Password Protection – Passwords shall not be construed as a guarantee of employee privacy.
1. Confidential information on persons receiving services that is stored on fixed media shall require a password for access.
2. All users will be issued and must use strong authentication passwords. 

a. Passwords cannot contain the user’s account name (e.g., bkmcneill) or parts of the user’s full name that exceed two consecutive characters (e.g., the “ia” in Brian McNeill).
b. Passwords must be at least six characters in length.
c. Passwords must contain characters from three of the following four categories:
i. English uppercase characters (A through Z).
ii. English lowercase characters (a through z).
iii. Base 10 digits (0 through 9).
iv. Non-alphabetic characters (for example, !, $, #, %).
d. Passwords will expire every ninety days.
3. All users must protect their passwords and observe password control procedures such as:
a. Passwords should NOT be written down.

b. Passwords must not be shared.

c. Users logging into CMHCM systems will ensure no one observes the entry of their password.

d. Login will be disabled after three failed login attempts and will require a system administrator to re-enable the account.

e. Users are prohibited from performing any actual or attempted override of any password protection procedures.

f. Each user must activate their password by locking their computer using, for example, the “Lock” desktop icon or Ctrl-Alt-Del + Enter when leaving their computer for any period of time. Exceptions to this policy must be approved in writing by the IS Manager.

g. Each computer will be programmed to generate a screen saver when the computer is not in use that is password enabled. 

K. Email

1. All electronic mail containing PHI sent from the CMHCM email system to internal and external email recipients must have the word “encrypt” in the subject to ensure encryption to appropriate email recipients is enabled. It is only permissible to send PHI unencrypted if a written request is received from the consumer or the consumer’s legal representative and the email must only be sent to those specifically named in the written request.
2. Electronic mail containing PHI must only be sent on a need-to-know basis.

3. Electronic Mail subject lines must not contain consumer PHI, including first and/or last names.
4. Staff must complete training on Securing Protected Health Information Sent Via Email upon hire and annually thereafter.
L. Storage and Disposal

1. Electronic media shall be treated just as any other agency document. Diskettes, CD-ROMS, electronic copies, or tapes containing information on persons receiving mental health services shall be stored in a locked office, desk, or cabinet. 

2. A storage device is any piece of equipment capable of holding data. This includes, but is not limited to external hard drives, zip drives, thumb drives, and digital voice recorders. All agency devices capable of storing electronic media must be properly disposed/recycled by the IS Department. All electronic media to be discarded shall be sent to the IS Department. The IS team will:

a. Remove all confidential information.

b. Remove all user identifiable information.

c. Remove all licensed products.

d. Remove from agency computer inventory.
e. Have devices capable of holding data destroyed by a technology disposal company that provides a certificate of destruction.

f. Secure Business Associate Agreements with technology disposal companies that destroy CMHCM hardware and provide certificate of destruction.

g. Maintain records for hardware destroyed and certificates of destruction.
M. Mobile devices 
1. Mobile device is defined as any piece of equipment that can act as a client workstation on a computer network. This includes, but is not limited to cell phones, laptop computers, wireless handhelds, or tablet devices. 

2. Prior to having mobile devices (agency or staff owned) synched with CMHCM systems, staff must have Program Director approval and complete the CMHCM Mobile Device Letter of Agreement (CMHCM-926). 
3. Prior to having mobile devices (agency or staff owned) synched with CMHCM systems, staff must enable encryption and password protection.

4. ALL mobile devices used to access agency email via any method must have encryption and password protection enabled at all times.

5. Mobile devices accessing CMHCM systems (synch or Outlook Web Access) must be cleansed of consumer and CMHCM staff confidential information before the device is disposed of, sold, or given away, OR staff leaves employment from CMHCM.
6. Text messaging is considered an unsecured method of communication and should not be used for sending PHI. 
7. Psychiatric providers that prescribe medications using mobile devices (personal or agency owned) for the purpose of e-prescribing controlled substances must do all of the following:

a. Enable automatic screen locking

b. Enable password for unlocking

c. Enable encryption

d. Enable auto wipe device after ten unsuccessful unlock attempts

N. Data Backup/Protection

1. The IS Department will maintain a regular system of data backup. All PHI and confidential information must be saved to a network storage device and must not be stored on local computer hard drives. Network storage devices are to be backed up nightly.

2. Backup images are to be transferred to an alternate, off-site agency location each weekend.
3. Data stored on CMHCM network servers will be encrypted.
4. Network server security patches will be maintained.

O. Network Software/Hardware Controls

1. Employees are prohibited from installing personal or unauthorized hardware or software on any agency computer.

2. Staff shall consult with IS prior to relocating any network device. A network device is any piece of equipment that transmits data across a computer network. This includes, but is not limited to computers, printers, desk phones, copiers, and fax machines. 
3. All mission-critical computers plugged into electrical outlets will use an uninterruptible power supply (UPS).
4. Virus and contamination protection will be maintained through regular use of virus protection software.
5. The IS Department shall maintain firewalls and filters, packet filtering, wireless encryption, secure browser sessions, user account management, and intrusion detection hardware and software.

P. Items stated in the above procedures may be subject to audit as outlined in the SAFETY, HEALTH & ENVIRONMENT SEMI-ANNUAL SITE REPORT.
Q. If staff suspect or are aware that the above safeguards have been or are compromised, they are to immediately report the situation to the Recipient Rights Officer/Privacy Officer, the IS Manager/Security Officer, or the Deputy Director for Administration for investigation of the matter.
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