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I. PURPOSE: To establish policies regarding the use of the agency network, software, data, electronic mail (email), and internet.

II. APPLICATION: The policies apply to all employees, students, contractors, and volunteers of Community Mental Health for Central Michigan (CMHCM) who are given access to the agency network, software, data, email, and internet.

III. REFERENCE:
A. Electronic Mail Policy, Michigan Municipal Risk Management Authority
B. The Joint Commission Behavioral Health Care and Human Services Accredited Programs

IV. DEFINITIONS: 
	A. AGENCY NETWORK
	Any and all software and hardware used to communicate or develop, manage, and store information as well as the associated files.

	
	

	B. DATA
	Information stored on agency-owned information systems. 

	
	

	C. PROTECTED HEALTH INFORMATION (PHI)

	Individually identifiable health information that includes demographic data, that relates to:
1. the individuals past, present, or future physical or mental health or condition, 
2. the provision of health care to the individual, or
3. the past, present, or future payment for the provision of health care to the individual, and that identifies the individual or for which there is a reasonable basis to believe can be used to identify the individual. Individually identifiable health information includes many common identifiers (e.g., name, address, birth date, Social Security Number).

	
	

	D. SOFTWARE
	Any program purchased by, subscribed to, or otherwise used by CMHCM. This includes perpetual licensed applications installed on CMHCM-owned computers as well as cloud-based applications hosted on vendors and publisher’s computer systems.



V. POLICY:
A. Employees, students, contractors, and volunteers (i.e., “users”) shall recognize their obligation to use the agency network, software, data, email system, and internet responsibly.
B. The agency network, software, data, and email system are the property of CMHCM.
C. Messages that are created, sent, or received using the agency’s email system, data stored on agency information systems, and internet access provisioned by the agency are agency records and are the property of the agency. Therefore, depending on the content, messages and electronic files may be subject to the Freedom of Information Act.
D. The agency reserves the right to monitor, access, review, retrieve, and disclose the contents of all agency systems and data, including but not limited to messages created, sent, or received using its email system, software, or internet access. Users shall have no expectation of privacy regarding these agency data. Passwords are not a guarantee of privacy.
E.  Electronic data deleted by the user may be retrievable from the hard drive, back-up tapes, or the receiving or sending of email systems. Software on the system automatically signals if an individual workstation is accessing inappropriate sites dealing with sexually explicit or discriminatory material, gambling, and/or other locations that would be detrimental to the agency should it be displayed on the agency system. 
F. Documents stored on agency computers or agency-subscribed services are also considered agency property and may be monitored, accessed, and reviewed. 
G. Certain uses of agency resources such as the agency network, electronic health record (CIGMMO), email, and internet system are not allowed: These include, but are not limited to the following:
1. Using agency resources for any purpose that violates State, Federal or International laws.
2. Using agency resources in any way that violates copyright laws.
3. Using agency resources to circumvent the Open Meetings Act.
4. Sending agency confidential information or consumer Protected Health Information (PHI) to staff personal email accounts or personal storage media. 
5. Misrepresenting one’s identity to compose or intercept messages.
6. Revealing any staff access code or computer password to someone else.
7. Using agency resources for commercial purposes other than the business of CMHCM.
8. Using agency resources for the purpose of lobbying.
9. Creating offensive or malicious messages. These would include, but not be limited to, messages that contain profanity, sexually explicit content, race, natural origin, or gender specific comments, threats, or harassment.
10. Using agency resources for political or religious purposes.
11. Chain letters.
12. Engaging in any agency network activity that would create liability for CMHCM.
H. No one shall knowingly download or distribute private software or data, deliberately distribute any form of a virus, disable, or overload the system or circumvent any system intended to protect the privacy or security of the agency or another user.
I. Employees shall report any misuse of the agency network, software, email system, internet, or violations of this policy to a supervisor or the Chief Information Officer.
J. Violation of this policy will result in disciplinary action up to and including termination and/or legal action if warranted. 

VI. PROCEDURE:
A. If a security or privacy violation is suspected, staff shall report the suspected violation to the Chief Information Officer and/or Chief Human Resources Officer, and/or Privacy Officer as applicable.
B. The agency may, at its sole discretion:
1. Monitor the computer user’s activity.
2. Restrict or remove any or all access. 
C. Email sent to “all staff” captures the attention of each employee and commits a portion of their workday to the content. All such email (whether staff originates or replies to everyone) must be approved by a supervisor. "All CMHCM" emails should be a rare occurrence and pertain to work-related topics that are universally important.
D. All electronic mail containing PHI sent from the CMHCM email system to internal and external email recipients must have the word “encrypt” in the subject to ensure encryption to appropriate email recipients is enabled.
E. Electronic mail containing PHI must only be sent on a need-to-know basis.
F. Staff must complete training on Securing Protected Health Information Sent Via Email upon hire and annually thereafter.
G. Contractors, students, and volunteers must sign a Computer Acceptable Use Agreement (CMHCM-52) prior to receiving access to agency network, software, email, intranet, or electronic medical record. A CMHCM staff representative shall also sign the agreement verifying the acceptable purpose for access to the agency network. Ongoing usage of the agency network shall be monitored, and access will be deactivated if there is no activity for consecutive 90 days.
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